NMCI Information Bulletin (NIB) 3B: NMCI Workstations After Normal Working Hours 

1.  The purpose of this joint Navy - Marine Corps NIB is to address the criticality of leaving NMCI workstations powered on after normal working hours. 
2.  Background.  The Central Operational Authority for Network and Information Operations is Commander, Naval Network Warfare Command (Navy) and HQ Marine Corps C4 (USMC). A significant part of that authority is the responsibility to operate a secure and interoperable network.  Within NMCI, the most commonly used method to achieve this is through NMCI electronic software deliveries.  This method requires significant bandwidth and thus may cause network performance degradation when multiple deliveries are attempted concurrently.  Therefore, software pushes are performed outside normal working hours.  Workstations that are shut down at the end of the day will not receive updates when scheduled and by design, are postponed until next log on.  This practice will manifest itself into potentially significant delays at entire sites during the first few hours of the workday as large numbers of users log into the network at approximately the same time.  The potential also exists to impact NMCI at the regional level since the distribution mechanisms are centrally located at individual NOCs.   Additionally, workstations that have been powered off will not receive required IAVA updates (i.e. patches) or time sensitive anti-virus updates, which poses an even greater risk to overall network performance and security.

3.  Action.
   a.  Unclassified workstations.  All unclas workstations are required to remain on after normal working hours.  Users shall use the restart option during the log out process on their computer, but not shut down the PC completely.  Monitors and peripheral devices (e.g. scanners, printers, speakers, etc.) May be turned off in an effort to conserve power.  Laptop users who utilize docking stations are encouraged to leave the laptop locked in the docking station as often as practical.  Leaving the laptop turned on in the docking station during non working hours will allow for a successful software push.
   b.  Classified workstations.  Where authorized and in conjunction with current DoN physical security requirements, classified workstations are to remain powered on after normal working hours using the restart option listed above.  Commands required to secure hard drives at the end of the day are advised software pushes will not occur on those particular machines until next log in.  It is critical to point out that in some cases, users have not logged on to their classified machines in over 30 days.  The end result is an unavailable workstation overcome by multiple software pushes.  For this reason, all classified NMCI users are required to log in to the network at least once every 14 days.  Doing so will ensure adequate software delivery and overall workstation performance.

4.  For more information on the electronic software delivery method, contact the NMCI help desk at 1-(866)-THE-NMCI.

