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a. This modification is issued to add to Part One, Tables Four through Ten, CLIN 0046 / 0146
File Removal Services, as follows:

oltem f . . Service o | Quantity | + -Monthly - Total Amount
0046 / File Removal Service $11,800.00 per $11,800.00
0146 incident

b. Add item description as follows:

item 0046 (and 0148 if option is exercised) File Removal Service: The Contractor shall provide
service to remove all instances of unwanted files from the network and from the Contractor's
backup systems and media. . The Contractor will make reasonable efforts to complete on-line
file removal within 24 hours of notification by an authorized Government representative.
Additionally, the Contractor will make reasonable efforts to complete file removal from the back-
up systems within 7 days of notification by an autherized Government representative.

¢. The Government is responsible for replacing or reimbursing the cost of Contractor property
seized, destroyed or rendered unusable by Government action or direction.

d. Definitions of removal services:

Inadvertent Disclosure Remediation

An inadvertent disclosure occurs in two ways: 1) when classified material is sent to an
Unclassified Network or 2) when Top Secret information is sent to a Classified Network
not at the same clearance level.

When a disclosure occurs the Government requests EDS to remediate the disclosure.
Remediation may include some or all of the following steps:

« Deletion of disclosure material from any media source (e.g. workstation/server
hard drives, CDs, memory sticks, backup media, etc.)

e Seizure of any media as deemed necessary by the claimant to contain and
remediate the disclosure.

+ Re-installation of workstations, servers or other devices as deemed necessary by
the claimant to contain and remediate the disclosure.

+ Deployment of specialized software to permanently delete any digital files from
identified destinations.

* Documentation of services including labor resources utilized, seized assets,
replacement assets, duplication costs and any other pertinent information to the
disclosure.
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» Documentation of remediation from notification by claimant to successful
remediation of disclosure.

e Any unique tasks required to successfully resolve the incident.

Nuisance E-mail Remediation

Nuisance e-mail is defined as sensitive data distributed, intentionally or unintentionally,
that the claimant wants removed from public view. This material is not of a classified
nature but may be deemed sensitive data for personal or business reasons.

When a nuisance e-mail incident occurs the Government-requests EDS to remediate the
situation. Remediation may include some or all of the following steps:

* Deletion of nuisance e-mail from any media source (e.g. workstation/server hard
drives, SAN disk drives, CDs, memory sticks, backup media, etc.)

* Documentation of services including labor resources utilized, duplication costs and
any other pertinent information to nuisance e-mail.

. » Documentation of remediation from notification by claimant to successful removal
of nuisance e-mail.

* Any unique tasks required to successfully resolve the incident.

e. A conformed copy of the revised contract is made a part of this modification as a result of
the changes outlined herein.

f. All other terms and conditions of contract NO0024-00-D-6000 remain unchanged and in full
force and effect.
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