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Modification PO0018
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1. This modification is issued to make the following changes to the basic contract:

a. Part One -- Revise CLIN 0037 as follows:

Delete;

Insert:

TFW Portal Capability
Upgrade

The Contractor shall.upgrade the functional and technical requirements of the NMCI portal to
provide a standardized Web-based interface to allow sharing and managing both structured and
unstructured information for an operational and test upgrade effort. The NMCI portal shall support
integration of disparate Navy applications and data sources to form a Web-based, service-centric
capability. The enterprise portal interface shall be personalized and customizable by the end user
and by organizational commands. The end user shall be able to subscribe to desired services and
have these services provided at each log-on to the NMCI portat. Organization commands shall be
able to tailor the view provided to each user within the command. Each NMCI portal view shall
provide a standard Navy banner that can be customized with tabs for Navy and organizational
command access. The Contractor shall demonstrate portal capability to ashore users in
accordance with Attachment 13.

b. Part One--Add CLIN 0037AA as follows:

Operational Portal
Integration Services
Date of Order —

30 September 2001

$1,970,085 $1,970,085

c. Part One--Add CLIN 0037AB as follows:

Operational Portal 085  $3.940.170
Integration Services
01 October 2001 —

30 November 2001

0037AB
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d. Part One--Add CLIN 0037AC as follows: .

Operational Seat
Integration Services
01 December 2001 —
31 January 2002

D037AC

e. Part One - Add CLIN 0037AD as foliows:

$1.306,662

Operational Seat
Ongoing Services
01 February 2002 ~
30 April 2002

0037AD

f Part One = Add CLIN D037AE as follows:

0037AE | Test Site Integration $116.729 $116.759

Date of Order —
30 September 2001

g. Part One -- Add CLIN 0037AF as follows:

$116,729

Test Slte integration
01 October 2001 —
30 November 2001

G037AF

h. Part One -- Add CLIN 0D037AG as follows:

n-goin 5

0037AG $113.400

Services
01 December 2001 —
30 April 2002

i. Part Three — Add Attachment 13, NMCI Portal Service Requirements.

A CONFORMED COPY OF THE REVISED CONTRACT IS MADE A PART OF THIS
MODIFICATION AS A RESULT OF THE CHANGES OUTLINED HEREIN.

All other terms and conditions of Contract NO0024-00-D-6000 remain unchanged, and in full force
and effect.



N/MCI Contract N00024-00-D-6000
Awarded 6 October 2000

Attachment 13
TFW Operational and Test Portal Upgrade Capability



Executive Summary

Successful development and deployment of the Task Force Web (TFW} portal upgrade, with
support from the Contractor and SPAWAR, shall provide at least 2,000 Navy personne| ashore and
3 000 afloat access to more than 50 Navy- identified applications via the Navy web portal90 days
from contract award. This effort must conform to all security requirements as set forth in the NMCI
contract. The Contractor team shall provide integration capability for some applications in
accordance with the TFW architecture. The Contractor shall also provide guidance, training, and
assistance to application developers, enabling them to produce required interfaces for access via
the Navy web portal. The successful development and deployment of these web-enabled
applications and the portal environment shall result in greater accessibility and higher productivity
of Navy personnel, creating a more cohesive and efficient Navy organization. T

To accomplish this aggressive objective, the Contractor shall partner with the govemment {i.e.,
OPNAV 09W and SPAWAR) to implement TFW. Specifically, the Contractor shall provide the
required ashore infrastructure and support to develop and implement a test portal solution at the
Contractor Test Facility and an operational portal upgrade solution at the two established NMCI
Network Operations Centers (NOCs). Initially and until 30 April 2002, this upgrade effort shall be
limited to a minimum of 2000 users, whereupon version 2.0 portal services shall be provided as a
basic seat service at no additional charge. This service does not include the application server
infrastructure that needs to support more than 2,000 users. This solution shall be for government
purposes only. Thigincludes the infrastructure (hardware, software, engineering, operations and
maintenance, help desk, and training) and management of the Contractor portions of this effort.
The Contractor shall provide the Navy with a cost effective, practical and reasonable solution within
the timeline required; a solution that is open, scalable and accessible across the enterprise. This
document provides a listing and a description of those deliverables the Contractor shall provide
under this effort.

Portal Upgrade

The Contractor shall develop the overarching architecture as well as the ashore based portions of
a portal upgrade that provides application and database access via a portal to TFW participants,
including at least 2000 NMCI seats/users, and demonstrate the ability to perform application
integration. The Contractor shall develop the migration strategy to accommodate users as the
NMCI is implemented across the Navy enterprise. The portal upgrade shall be implemented in a
manner consistent with the functional and architectural requirements established by OPNAV 09W
including a repository to house the application interface modules. The Contractor shall provide a
technology refresh strategy and POA&M to incorporate additional requirements not met in the
initial portal implementation.

Operational Portal

The Contractor shall provide an unclassified operational portal leveraging existing NMCI
infrastructure. The portal hardware and software shall be identical to the system selected for the
Contractor test implementation. The shore sites shall be located in the NMCI San Diego Network
Operation Center (NOC), the NMCI Norfolk NOC. The Contractor shall work with the government
implementers to develop all necessary agreements and responsibilities to ensure a successful
implementation that is seamless between the afloat and the shore implementations. Redundancy
of the system shalil be provided at each site.




The Contractor shall specify the design down to the “edge-connector” and software joad level. The
Contractor shall show {by analysis, simulation, similarity, etc.} how the design shall scale across
the range of capabilities and domains for an enterprise implementation. Further, the Contractor
shall show how the proposed system will mature and evolve in accordance with commercial

technology frends and Navy operational requirements and shall not lead to an architectural “degd-
end” or vendor lock-in due to unique solutions.

The Contractor shall provide engineering expertise to the afioat integrator, SPAWAR, to support
the testing of the classified and afloat portal system. This is essential given that interim authority to
operate over SIPRNET is not expected to be granted to the Contractor by the Navy until October
2001 and interim authority to connect to SIPRNET certification is not expected from DISA hefore
mid-November 2001. o~
The Contractor shail administer the ashore based portions of the portal consistent with applicable
SLAs and the Operational Plan identified in paragraph 4.2 below. The Contractor shall provide
training to government personnel to enable them to develop application interfaces as well as
administer and operate and maintain the classified and afloat portal.

Test Portal

The Contractor shall provide a test portal environment for the testing of applications that access
and integrate into the portal system. The Contractor shall conduct the testing of applications for
the purposes of malrtaining the security and stability of the NMCI. In addition to application
integration testing, the test lab shall be used for testing hardware and software upgrades prior to
release upgrades to the portal system. The test portal environment shall be the baseline system
for all operational sites. The test portal environment shall be fully documented.

Deliverables

Deliverables shall be in Microsoft Office 2000 or Visio formats

1.0  Architecture and Engineering

1.1 A top-level architecture of the system shall be established. The architecture shall
identify items of hardware, software, and manual-operations. It shall be ensured that
all the system requirements are allocated among the items. Hardware configuration
items, software configuration items, and manual operations shall be subsequently
identified from these items. The system architecture and the system requirements
allocated to the items shall be documented. 1% Draft due 30 days after contract
award. 2" Draft due 60 days after contract award. Final Architecture Due 90 days
after contract award.

2.0 Engineering

2.1 Detailed Design Document — The Contractor shall develop and document a detailed
design for the interfaces external to the software items, between the software
components, and between the software units. The detailed design of the interfaces
shall permit coding without the need for further information, 15' Draft due 30 days

after contract award. 2™ Draft due 60 days after contract award. Final Due 90 days
after contract award.



3.0

4.0
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Installation and Configuration Instructions. 1* Draft due 30 days after contract
award. 2™ Draft due 60 days after contract award. Final Due 90 days after contract
award. The Contractor shall establish and document software installation and
configuration instructions to include:

2.2 1 Interfaces external to the software item

2.2.2 Security specifications

2.2.3 Human-factors engineering (ergonomics) constraints on personnel,
and areas needing concentrated human attention, that are sensitive to
human errors and training

2.2.4 Data definition and database requirements

2.2.5 Installation and acceptance requirements of the delivered software product
at the operation and maintenance site(s).

Implementation

3.1

3.2

Test Portal Implementation — The Contractor shall produce the ashore portal
upgrade environment in a test lab implementing the Contractor architecture
{including hardware, software, and O&M support). Due 60 days after contract
award.

Portal Upgrade implementation - The Contractor shall produce the ashore portal
upgrade infrastructure necessary to implement the Contractor architecture (including
hardware, software, and O&M support) in two network operating centers. Due 90
days after contract award.

Management and Data Reporting

4.1

Reviews

4.1.1 Project Status Updates- The Contractor shall provide weekly project status
updates to OPNAV 09W staff, in coordination with afloat integrator status
reviews, to be held via VTC every Wednesday @ 1300 Pacific time.

4.1.2 Status Reports - The Contractor shall provide weekly status reports to
OPNAV 09W staff,. Status reports shall identify any issues that could affect
portal schedule and performance. Status reports, to include tracking of
resources to the Work Breakdown Structure in Microsoft Project, are due
prior to the weekly VTCs.

4 1.3 Implementation Management Plan - This plan shall evolve over the course of
the project and the Contractor shall coordinate inputs into the plan with the
OPNAV 09W staff and SPAWAR. 1st draft due 7 days after contract award.
2™ draft due 60 days after contract award. Finat due 90 days after contract
award. Elements of this plan include:

4.1.3.1 Portal System Evolution - The Contractor shall create a technology
refresh plan identifying the key requirements that must be met for the
portal upgrade implementations to evolve to support an enterprise
roflout following the initial implementation. This plan shall evolve over



the course of the portal upgrade effoert. This plan shall support the
refinement of Government requirements such as the convergence of
IT-21/Afloat and NMCI architectures for the successful enterprise
implementation of the TFW architecture and make recommendations
for the scope and schedule for the portal system evolution, and a
supporting cost estimate. This plan is due 3 months after contract
award.

4.1.3.2 Risk Mitigation - The Contractor shall provide a Risk Mitigation study
for finding ways to mitigate the cost, technical, and management
risks associated with the development of the complete architecture.

4 1.3 3 Market Analysis - The Contractor shall provide the Government with
analysis identifying economic costs and benefits associated with the
proposed implementation. The Contractor shall identify key cost
drivers and their anticipated impact on the portal upgrade effort as
well as on the ultimate operational portal system.

Operations Plan - The Contractor shall deliver an Operational Plan three months
after start of implementation. The Contractor shall coordinate inputs into the plan
with the OPNAV 09W staff and SPAWAR. 1st draft due 30 days after contract
award. 2™ Draft due 60 days after contract award. Final due 90 days after contract
award: 'Elements of this plan include:

4.2.1 Disaster Recovery - The Contractor shall provide a disaster recovery plan for

the portal upgrade implementation that supports redundancy, fail-over and
system recovery.

4.2.2 Qperational Metrics - The Contractor shall support the OPNAV 09W staff in
the establishment of operational metrics for the portal upgrade. During initial
operations, the metrics shall be collected and used to determine initial
changes that may be required. These changes can then be tested in the lab
environment. One of the proposed metrics to be collected shall be the
number of times an application is accessed and by which organizations. The
Contractor shall coliect and consolidate operational metrics for NMCi
systems and report them at the weekly update meetings (4.1.1).

4,2.3 Help Desk — The Contractor help desk shall coordinate with the 1T-21 help
desk to optimize support for the portal. This help desk shall be available 24
hours a day and 7 days a week. The Contractor shall support the lead
integrator in the establishment of help desk support metrics. The Contractor
shall collect and consolidate these metrics from NMCI help desks and report
at the weekly update meetings (4.1.1).

4.2.4 User Activity Metrics - The Contractor shall support the lead integrator in the
establishment of user activity metrics. These metrics shall track user
access, portal activity and computer-based training use. The Contractor
shall collect and consolidate these metrics for NMCI systems and report
them at the weekly update meetings {4.1.1).



5.0

6.0

4.3

4.4

4.2.5 Security Incident Reporting — Data shall include any configuration changes,
computer incidents, network incidents, INFOCON status, and intrusion
detection reaction alert status. The Contractor shall coliect and consolidate
this data for NMCI systems and report it at the weekly update meetings
4.1.1). .

Plan of Actions and Milestones {(POA&M)- The Contractor shall produce a POA&M

in accordance with the functional requirements breakdown. This POA&M shall be

produced thorough the NMCI release management process used to implement the
technology refresh provisions of the NMCI contract.

Schedule - The Contractor shall provide a consolidated work break down structuce
and project pian reflecting the Contractor deliverables and tasks. The Contractor
elements shall be provided to the OPNAV 09W staff no later than one week after
contract award. This plan shall provide those activities required for the success of
the TFW portal upgrade implementation over the following periods:

« 3 months for the implementation of the portal upgrade.

» 2 months for the initial operations of the portal.

Training and Documentation

51

52

53

5.4

Integrator's conference - The Contractor shall provide an integrator's conference
that includes executive level sessions and application interface module developer's
sessions. The sessions shall be of sufficient depth to allow a programmer to
develop interface modules to access Navy applications and databases. |n addition,
the Contractor shall produce an interface repository and an interactive development
environment to support the rapid development of the required interface protocols
and message content for this conference. Executive level sessions are due 15 days
after contract award. Application interfface module developer's sessions are due 30
days after contract award.

Application certification — The Contractor shail provide training of test site personnel
on the application certification process. Due 60 days after contract award.

Afloat Integrator Trairning — The Contractor shail provide training of afloat integrator
personnei responsible for the operation of the afloat installations. Due 60 days after
contract award.

End-User Training - The Contractor shalf provide e-learning training for TFW end-
USers.

Application interface and integration support

6.1

Application Interface Support - The Contractor shall field a team of software
interface developers knowledgeable in TFW and NMCH architectures, and portal and
enterprise application integration technology to work with a selected set of the initial
120 applications. This team shall assist in the migration of the selected applications
to the portal system and be responsible for the first set of application interface



modules for the selected applications. These modules shall be housed and
maintained on the repository established by the Contractor. Support shall begin
following the Integrator’s Conference (5.1).

6.2 Application Developer's Guidance - The Contractor shall build on the government
furnished Portal Integration Developers Guidance Version 1.1, dated 2 July 2001 to
produce the final application interface guidance. Application Developers shall use
this guidance to produce interfaces that are interoperable with the Contractor
infrastructure implementation of the TFW architecture solution. Also, this guidance
shall support application owners in the migration of applications into the portal
system. The Contractor shall evolve this guidance as lessons are leamed.
Guidance shall be available on-line from 2 weeks after contract award through . —
contract period of performance.

6.3 Repository (open source site) — The Contractor shall establish and maintain an
interface repository for use by TFW authorized application developers. Also, the
Contractor shall provide feedback to application developers on the certification
status of their developed interfaces and, if necessary, offer detailed corrective
guidance to the application developers should their interfaces fail certification.
Available on-line from 2 weeks after contract award through contract period of
performance.

6.4 Applii:%ition Certification Plan - The Contractor shall provide a certification plan for
infrastructure components nacessary to achieve TFW goals. This plan shall be
consistent with the current NMCI certification process, Due 30 days after contract
award.

7.0  Extent to which the Contractor Approach Can Meet Functional Requirements

The matrix provided below describes the TFW functional requirements. The Contractor is
committed to providing the functionality as defined in the matrix below and will upgrade the
functional and technical requirements of the existing NMCI portal to provide a standardized Web-
based interface to allow sharing and managing of both structured and unstructured information for
the operational and test portal capability upgrade efforts.

Specifically the NMCI portal:

« Shall support integration of disparate Navy applications and data sources to form a Web-
based, service-centric capability

« Shall provide interactions with the Navy applications through a Contractor architectured
logical repository

« Shall support single sign on capability for portal access

» Shall be customizable to be personalized by the end user and by organizational commands

¢ Shall allow the end user to be able to subscribe to desired services and have these
services provided at each log-on to the NMCI portal

« Shall allow arganization commands to be able to tailor the view provided to each user within
the command

« Shall provide a standard Navy banner that can be customized with tabs for Navy and
organizational command access

These above capabilities, which represent the intent of the functional requirements of the matrix,
will be demonstrated in an operational portal to be observed by the DoN.
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