Centralized Active Threat Management with Command, Control, Communication
and Resolution (C’R) capability for IA/CND

Abstract:

As incidents of malicious attacks on corporate information and resources rise, organizations
must fortify their security practices and implement more proactive measures to ensure the
ongoing safety of their networks, servers and applications. The Command, Control,
Communication and Resolution (C’R) capability needed to deal with threats in a best-of-
breed, multi-vendor, network-centric infrastructure of an Enterprise are daunting. With
mammoth amount of information from variety of sources, format differences in information
received, lack of analysis and correlation tools plus lack of unified workflow tools to leverage
the existing knowledgebase and capture new knowledge for future use, prevents
implementation of effective IA/CND solution within an enterprise. This paper explores, the
current implementations that have began to address these issues and identifies a road-map
for future enhancements in this capability based on the commercial industry experience.

Overview:

Today’s multi-vendor environment presents additional challenges to the network and
security administrators. The typical network may have network and security devices from
leading vendors such as Cisco, Intel, CheckPoint, SonicWall, Netscreen, and Raptor
platforms. The IDS sensors themselves may be from Internet Security Systems (ISS),
SNORT and Cisco. Each vendor device comes with its own management system, its own
log analysis and reporting tools that do not look beyond the individual vendor platform. An
added challenge is that the event information being received such as system alerts, logs or
SNMP traps may be presented in a standard or a proprietary format which may vary with
different versions of the product.

The problem is further compounded by the massive amount of event data that needs to be
gathered, analyzed and reported to the security administrator on a daily basis. Each firewall
or IDS system could easily generate multi-gigabytes of information per day. If there is an
attack in progress the data size may increase by ten fold. With the current set of limited tools
from device vendors that do not scale across multiple platforms, most of the security event
data is completely ignored or partially attended to, creating a massive hole in the security
management of the enterprise.

The IA/CND solution must address this business need by providing data collection, data
reduction and event correlation function across leading firewall, VPN, IDS and Server
platforms. The goal is to have security administrators and analysts focus on taking the
necessary action to address the events of a critical nature and not be deluged by the non-
critical events. The solution needs to uniquely identify threats by relying on a combination of
signature and behavior based network traffic analysis. This will allow administrators
responsible for IA/CND to detect new intrusion attacks that ate yet to be identified by
signature based IDS solutions or individual system management platforms.
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